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D earS irs /M es d ames :

S u bjec t: JointC S A /IIRO C C onsu ltation P aper21-402 P roposed Fram eworkforC rypto-A sset
Trad ing P latform s

C hartered P rofes s ionalA c c ou ntants ofC anad a (C P A C anad a)apprec iates the opportu nity to
c ommenton the JointC anad ian S ec u rities A d minis trators (C S A )/Inves tmentInd u s try Regu latory
O rganization ofC anad a (IIRO C )C ons u ltation P aper21-40 2 P ropos ed FrameworkforC rypto-A s s et
Trad ingP latforms (C ons u ltation P aper)whic hs eeks feed bac kon how req u irements may be tailored to
es tablis ha frameworkthatprovid es regu latory c larity to platforms thatfac ilitate the bu ying and s elling
ortrans ferringofc rypto as s ets (P latforms ).

W e s u pportthe jointC S A /IIRO C initiative to provid e greaterregu latory c ertainty and appropriately
regu late P latforms in a marketthatc ontinu es to evolve, while end eavoring to fac ilitate innovation that
benefits inves tors and ou rc apitalmarkets .

C P A C anad a is one ofthe larges tnationalac c ou ntingbod ies in the world repres entingmore than
210 , 0 0 0 members . C P A C anad a c ond u c ts res earc hinto c u rrentand emerging bu s ines s is s u es and
s u pports the s etting ofac c ou nting, au d itingand as s u ranc e s tand ard s forbu s ines s , not-for-profit
organizations and government. C P A C anad a als o is s u es gu id anc e and thou ghtlead ers hipon a variety
oftec hnic almatters , pu blis hes profes s ionalliteratu re and d evelops ed u c ation and profes s ional
c ertific ation programs .

In formu lating ou rres pons e on s pec ific as pec ts ofthe P ropos ed P latform Frameworkreferred to in the
C ons u ltation P aper, we have d rawn on ou rknowled ge ofau d itand as s u ranc e prac tic es and u niq u e
c hallenges related to au d itingc rypto as s ets . W e als o s olic ited inpu tfrom ou rextens ive networkof
volu nteers repres entingmembers from ac c ou ntingfirms withexpertis e in the areas ofc rypto as s ets ,
bloc kc hain, and s ys tem and organization c ontrols (S O C )reporting.

O verallC om m ents

W e s ee c ontinu ed interes tin bloc kc hain tec hnology and fores ee a fu tu re filled withd igitalas s et
trans ac tions . From this pers pec tive, this c ons u ltation is extremely important, and the is s u es rais ed in
the C ons u ltation P aperare c ritic alforinves torprotec tion.

Emergingfinanc ialtec hnology is a key area offoc u s forC P A C anad a. W e believe trans parentand
au d itable c rypto as s ettrad ing and c u s tod ials ervic es are c ritic al, and thatthe ac c ou ntingprofes s ion
plays a vitalrole in bu ild ingpu blic c onfid enc e in thes e areas .

C P A C anad a is c ommitted to s u pporting ou rmembers and others takehold ers in the bloc kc hain and
c rypto as s etec os ys tem by working withind u s try experts , the C S A , ac ad emia, and ac c ou nting and
au d iting and as s u ranc e s tand ard s s etters throu ghou rvariou s c ommittees and workinggrou ps . S ome
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ofou rrec ented u c ationalinitiatives inc lu d e pu blic ations on bloc kc hain tec hnology1
, ac c ou ntingfor

c ryptoc u rrenc ies 2 and au d itingc ryptoc u rrenc ies 3.

W e als o wis hto highlighta rec ently formed C rypto-A s s etA u d itingW orkingGrou p, fac ilitated by C P A
C anad a and A u d iting and A s s u ranc e S tand ard s B oard (A A S B )s taff, whic hinc lu d es repres entatives
from the C anad ian P u blic A c c ou ntability B oard (C P A B ), C P A provinc ialprac tic e ins pec tion, and the
au d itingfirms . The pu rpos e ofthis workinggrou pis to d is c u s s is s u es related to the applic ation of
C anad ian A u d iting S tand ard s (C A S s )in the c rypto as s etind u s try and d eveloprelevantnon-
au thoritative gu id anc e forau d itprac titioners .

Responses to C onsu ltation Q u estions

A fterreviewing the s pec ific q u es tions in the C ons u ltation P aper, we have elec ted to provid e a
res pons e to qu es tion 5 only:

5. Other than issuance of Type I and Type II SOC 2 Reports, are there alternative ways in which
auditors or other parties can provide assurance to regulators that a Platform has controls in
place to ensure that investors' crypto-assets exist and are appropriately segregated and
protected, and that transactions with respect to those assets are verifiable?

B ac kgrou nd Inform ation

In C anad a, S O C 2 reports are is s u ed bas ed on engagements performed u nd erC anad ian S tand ard on
A s s u ranc e Engagements (C S A E)30 0 0 , A ttes tation Engagements O therThan A u d its orReviews of
H is toric alFinanc ialInformation and withu s e ofthe A IC P A ’ s Tru s tS ervic es C riteria (TS C )forS ec u rity,
A vailability, P roc es s ingIntegrity, C onfid entiality, and P rivac y. S O C 1 reports are is s u ed in C anad a
bas ed on engagements performed u nd erC S A E 3416, Reportingon C ontrols ata S ervic e
O rganization as wellas C S A E 30 0 0 . Thes e s tand ard s are inc lu d ed in the “O therC anad ian S tand ard s ”
s ec tion ofthe C P A C anad a H and book-A s s u ranc e . H erein, we willreferto S O C 1 and S O C 2 reports
fors implic ity.

The Im portanc e ofEstablishing RelevantC ontrols

B efore d eterminingthe as s u ranc e approac h, itis vitalto firs tid entify the c ontrols req u ired ata P latform
to mitigate the ris ks related to P latforms (i. e. , thos e id entified in P art3 ofyou rC ons u ltation P aperand
any ad d itionalris ks id entified throu ghc ons u ltation). Itis importantthatyou es tablis hexpec tations
regard ingthe s c ope and /ora bas eline s etofhigh-levelc ontrolobjec tives (i. e. , c ontrolobjec tives are
opined u pon in a S O C 1 report)ors ys tem req u irements (i. e. , s ys tem req u irements are opined u pon in

1 https : //www. c pac anad a. c a/en/bu s ines s -and -ac c ou nting-res ou rc es /au d it-and -as s u ranc e/c anad ian-au d iting-
s tand ard s -c as /pu blic ations /impac t-of-bloc kc hain-on-au d it
2 https : //www. c pac anad a. c a/en/bu s ines s -and -ac c ou nting-res ou rc es /financ ial-and -non-financ ial-
reporting/international-financ ial-reporting-s tand ard s -ifrs /pu blic ations /ac c ou nting-for-c ryptoc u rrenc ies -u nd er-ifrs
3 https : //www. c pac anad a. c a/en/bu s ines s -and -ac c ou nting-res ou rc es /au d it-and -as s u ranc e/c anad ian-au d iting-
s tand ard s -c as /pu blic ations /c ryptoc u rrenc y-au d it-c ons id erations
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a S O C 2 report)thatmay be relevantin a c ontrols as s u ranc e engagementfora P latform . The bas eline
c ontrolobjec tives /s ys tem req u irements (herein referred to as ‘ c ontrols ’ )expec ted may inc lu d e, among
others , thos e thatwou ld be intend ed to manage and mitigate the c u s tod ialris ks , inc lu d ing
s afegu ard ing ofprivate keys and ens u ringthatinves tors ’ c rypto as s ets exis t, are appropriately
s egregated and protec ted , and thattrans ac tions withres pec tto thos e as s ets are verifiable.

In ad d ition to trad itionalc u s tod ialris ks , there are u niq u e ris ks thatneed to be ad d res s ed forP latforms
s u c has c lientau thentic ation, ad d res s verific ation, trans ac tion approvals and mu lti-s ignatu re
implementation, key management, as s etverific ation, c u rrenc y d u e d iligenc e, and forkmanagement.
A notherimportantc ons id eration is whetherthere are c ontrols in plac e thatad d res s c ompletenes s of
balanc es and trans ac tions , and more s pec ific ally the ris kof“off-c hain”trans ac tions notbeingrec ord ed
by the P latform.

The S EC ’ s C u s tod y Ru le is one example ofhow you may s pec ify whatis appropriate from a c ontrol
s c opings tand pointwithou tbeingtoo pres c riptive. C u s tod y is only one as pec tofthe P latform ’ s
s ervic es thatmay need to be expand ed u pon to inc lu d e c ritic alc ontrolreq u irements thatmay be
relevantd epend ingon whats ervic es are beingoffered by the partic u larP latform.

O nc e you have es tablis hed the s c ope and /orbas eline ofc ontrols expec ted , options to provid e
as s u ranc e overthe d es ign and operating effec tivenes s ofthos e c ontrols c an be explored . W e wou ld
apprec iate the opportu nity to provid e inpu ton alternatives onc e thatbas eline has been es tablis hed .
C P A C anad a’ s C rypto-A s s etA u d itingW orkingGrou pis c u rrently exploring whic hris ks and c ontrols at
a c u s tod ian (i. e. , s ervic e organization)ofc rypto as s ets are relevantto the u s er-entity’ s 4 financ ial
reporting. A lthou ghthe s c ope ofc ontrols ata c u s tod ian relevantto au d its ofu s er-entity financ ial
s tatements may d ifferfrom the s c ope ofc ontrols expec ted by you as the regu lator, ou rres earc hc ou ld
inform the d evelopmentofyou rP latform Frameworkand we wou ld be happy to s hare ou rfind ings
when they are read y.

The C ons u ltation P apernotes thatP latforms s eekingregis tration as an inves tmentd ealerand IIRO C
members hipthatplan to provid e c u s tod y ofc rypto as s ets willnotonly need to s atis fy exis ting c u s tod y
req u irements bu twillals o be expec ted to meetotheryet-to-be d etermined req u irements s pec ific to the
c u s tod y ofc rypto as s ets . W e agree thatreq u irements s pec ific to the relevantris ks s hou ld be
es tablis hed . Itwillbe importantto u nd ers tand the u niq u e ris ks and ad d res s them appropriately to
balanc e the protec tion ofthe pu blic interes tand the ability fororganizations to innovate in C anad a.

C ontem plation ofS O C Reports

The C ons u ltation P apernotes thatyou are c ontemplatingreq u iringS O C 2 , Type Iand IIReports fora
P latform ’ s c u s tod y s ys tem , and ifthey u s e third -party c u s tod ians , to ens u re thatthe third -party
c u s tod ians have S O C 2 , Type Iand IIReports . W hile we agree thatone way to provid e as s u ranc e on
s u c h c ontrols may be throu ghthe is s u anc e ofS O C 2 reports , notallS O C 2 reports have the s ame
s c ope ofc ontrols . Ifthe S O C 2 reportd oes notc overthe s c ope ofc ontrols you expec t, then itwillnot

4 A u s er-entity is an entity thatu s es a s ervic e organization and whos e financ ials tatements are beingau d ited .
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provid e the as s u ranc e you are s eeking.

Forexample, a minimu m s c ope S O C 2 reportmay c overonly thos e c ontrols req u ired to meetthe
S ec u rity c ategory ofthe TS C and wou ld exc lu d e the ad d itionalc riteria and c ontrols fors ys tem
A vailability, P roc es s ingIntegrity, C onfid entiality, and P rivac y. W hile its eems u nlikely thatthe
s ec u rities and inves tmentind u s try regu lators wou ld req u ire a S O C reporton c onfid entiality and privac y
c ontrols (whic his notan ind epend entas s u ranc e reportingreq u irementfortrad itionalas s et
exc hanges ), itis pos s ible you may expec tS O C 2 reports fors ome orallP latforms to ad d res s relevant
as pec ts ofs ec u rity, proc es s ingintegrity and pos s ibly availability. Ifthis is the c as e, itmay be
appropriate thatthe S O C 2 reportfora P latform c overthe c riteria forS ec u rity, P roc es s ingIntegrity,
and pos s ibly A vailability.

In ad d ition, you may wis hto req u ire s pec ific regu latory c ontrols fors u c h P latforms (s ee the 20 1 8 S O C
2 D es c ription C riteria5 and 20 1 7 Tru s tS ervic es C riteria6 ford etails )to helpens u re the c ontrols
c overed in the S O C 2 reportmeetyou rexpec tations . Forexample, there may be s pec ific c ontrol
req u irements related to c lientac c eptanc e, trans ac tion proc es s ing, and c u s tod y thatmay notbe
c overed by the generic P roc es s ingIntegrity c riteria from the TS C .

A s an alternative to S O C 2 reporting, you may c ons id erifa S O C 1 report, withthe appropriate s c ope
and c ontrolobjec tives , may be s u ffic ientin ad d res s ingregu latory expec tations forc ontrols as s u ranc e.
S O C 1 reports are often u s ed to provid e c ontrols as s u ranc e fortrad itionalc u s tod y and exc hange
s ervic es , s o itis u nc learwhy they may notals o be s u itable forP latforms , provid ed the appropriate
s c ope and c ontrolobjec tives are c overed .

Itmay be pos s ible to d evelopa s etofregu latory req u irements forP latforms thatc ou ld be u s ed as
eitherS ys tem Req u irements forS O C 2 reporting, orC ontrolO bjec tives forS O C 1 reporting, and allow
the exc hange to d ec id e whetherto obtain a S O C 1 orS O C 2 report.

P latform Read iness

Regard les s ofwhethera S O C 1 orS O C 2 reportis provid ed , itis notpos s ible to provid e an
u nq u alified opinion in a Type IIreport(e. g. , S O C 1 Type IIorS O C 2 Type II)u ntilthe P latform has
been in operation fora reas onable period oftime (e. g. , 6 months ). C ons id eration s hou ld be given
when a Type Ireportmay be ac c epted initially, and whatthe maximu m period oftime is thatthe
P latform c an operate u ntila Type IIreportis req u ired ; orifs ome s c ope limitations in the s ervic e
au d itor’ s opinion may be ac c eptable foran initialType IIreporton a new P latform.

Itis als o importantto c ons id erifeffec tive c ontrols were in plac e from the c ommenc ementofc rypto-
as s etac tivities , notju s tthe au d ityear-orperiod -end . Forexample, ifa walletwas c reated withou t
appropriate s afegu ard s overthe private key, itmay be d iffic u ltforan au d itorto c onc lu d e whetherall

5https : //www. aic pa. org/c ontent/d am/aic pa/interes tareas /frc /as s u ranc ead vis orys ervic es /d ownload abled oc u me
nts /d c -20 0 . pd f
6https : //www. aic pa. org/c ontent/d am/aic pa/interes tareas /frc /as s u ranc ead vis orys ervic es /d ownload abled oc u me
nts /tru s t-s ervic es -c riteria. pd f
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relevantc ontrols were d es igned , implemented and operatingeffec tively.

A lternative A ssu ranc e O ptions

C S A E 30 0 0

A n alternative way in whic hau d itors orotherparties c ou ld provid e as s u ranc e overa P latform ’ s
c ontrols (otherthan S O C 1 and S O C 2 reporting)may be by performingan engagementu nd erC S A E
30 0 0 , whic hc ou ld potentially provid e as s u ranc e on a wid e variety ofrelevants u bjec tmatterthatmay
inc lu d e bu tnotnec es s arily be limited to c ontrols , trans ac tions , balanc es , regu lations , etc . as longas
s u itable reporting c riteria c an be d efined .

C S A E 30 0 0 engagements may inc lu d e, forexample, an au d itofa s ervic e organization's d es c ription of
its c ontrols and the s u itability ofd es ign and operatingeffec tivenes s ofthos e c ontrols . This type of
engagementis c u rrently ac c epted forentities provid ingtrad itionalexc hange orc u s tod ials ervic es ,
howeverwe are aware ofs c ru tiny in the marketwiththis type ofreports inc e the s c ope c an vary
s ignific antly. The viability ofthis option d epend s on the availability ofappropriate c riteria and c ontrols
to promote c ons is tenc y and q u ality in reporting.

A notherfac torto c ons id eris thatC S A E 30 0 0 engagements c an provid e reas onable as s u ranc e (i. e. ,
the levelofas s u ranc e obtained by an au d it)orlimited as s u ranc e (i. e. , the levelofas s u ranc e obtained
by a review), as d efined in C S A E 30 0 0 . You may c ons id erwhatlevelofas s u ranc e you req u ire
(reas onable as s u ranc e, limited as s u ranc e orpos s ibly no as s u ranc e throu ghan A greed -Upon
P roc ed u res engagement–s ee below)priorto finalizing you rP ropos ed P latform Framework.

A greed -Upon P roc ed u res (A UP )Engagement7

W hile Q u es tion 5 in this C ons u ltation P aperas ks foralternative ways in whic hau d itors orotherparties
c an provid e as s u ranc e, you may als o wis hto c ons id erA UP engagements . A UP engagements d o not
provid e as s u ranc e bu tmay s tillbe a viable option d epend ingon the objec tives ofthe P ropos ed
P latform Framework. A s an example, this is the type ofengagementperformed in Japan withres pec t
to c u s tomeras s ets egregation forvirtu alc u rrenc y exc hange (VC E)s ervic e provid ers . W iththe
enac tmentofthe amend ed P ayments S ervic es A c tin A pril20 1 7 in Japan, VC E s ervic e provid ers are
now s u bjec tto financ ials tatementau d its and s egregation offu nd s au d its , withthe s egregation of
fu nd s au d its being performed u s ingthe S egregation ofFu nd s A UP Gu id anc e 8 .

7 In C anad a, A UP engagements are c u rrently performed u nd erone ofthe followings tand ard s : S ec tion 910 0 ,
Reports on the Res u lts ofA pplyingS pec ified A u d iting P roc ed u res to Financ ialInformation O therthan Financ ial
S tatements orS ec tion 911 0 , A greed -Upon P roc ed u res Regard ingInternalC ontrolO verFinanc ialReporting
8 https : //kmra-c pa. c om/en/financ ial-s tatement-au d its -of-virtu al-c u rrenc y-trad ers -2/
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***************************

W e apprec iate the opportu nity to partic ipate in this c ons u ltation and wou ld be happy to meetto
d is c u s s ou rc omments fu rther. P leas e d o nothes itate to c ontac tTaryn A bate, D irec tor, Res earc h,
Gu id anc e and S u pport(tabate@ c pac anad a. c a)ormys elf.

You rs tru ly,

Gord on B eal, C P A , C A , M . E d

Vic e-P res id ent, Res earc h, Gu id anc e & S u pport

C hartered P rofes s ionalA c c ou ntants ofC anad a


